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ABSTRACT

Data security has become an important concern for communication through an insecure chan-
nel because the information transferred across the networks has a large chance of unauthorized
access. The available encryption algorithms that are primarily used for text data may not be
suitable for multimedia data such as sound. Hyperchaotic systems are generally proposed as a
solution to multimedia encryption, because of their random properties and the high sensitivity of
initial conditions and system parameters.

In this paper, audio data encryption with different dimensional hyperchaotic systems has been
presented. The proposed hyperchaotic systems exhibit excellent chaotic behavior. To demon-
strate its application to the processing of multimedia encryption, the three systems are applied
with an algorithm based on the key generation from the initial conditions for encryption and de-
cryption process. The results of encryption, decryption and statistical analysis of the audio data
show that the proposed cryptosystem has excellent encryption performance, high sensitivity to
security keys and can be applied for secure real-time encryption.
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1. INTRODUCTION

With the increasing use of digital techniques, confidentiality, integrity as well as authenticity has
become a major concern. Multimedia data transferred through these digital techniques is used in
various fields such as medical, military, science, engineering, ect.

To meet this need, many studies on the masking of data types such as text, image, audio and
video have been carried out. Security can be defined as the hiding of information in fact to be
difficult to extract real information when transferring on an unsecured channel. The strength of
the encryption technique comes from the fact that no one can read or steal the information with-
out altering its content [1]. Thus, many studies on the encryption of audio data have been pub-
lished so far [16, 17, 18, 19]. Some of these included direct masking of audio files, while others
included methods to hide information by incorporating other data into the audio files. The general
objective of all these studies is to prevent the possession of data by unwanted persons.
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Similarly, traditional encryption methods are less effective in securing real-time multimedia data
encryption systems and have certain drawbacks and weaknesses with respect to high-speed data
encryption [3, 4]. On the contrary, chaos-based encryption algorithms have many advantages for
the random properties of chaotic systems, such as sensitivity to initial conditions and ergodicity of
states [2]. In recent decades, mathematicians, physicists, biologists, control engineers, etc, have a
great attention to chaotic systems. [5, 7]. This interest was greatly motivated by the possibility of
encrypted transmission of information using chaotic support; see for example [6, 8, 14].

This article discusses a chaos-based symmetric key encryption algorithm for securing audio sig-
nals.

The organization of this paper is as follows. Section 2 presents audio encryption in mobile net-
work communications. Section 3 describes the different proposed hyperchaotic systems. Section 4
describes the proposed encryption algorithm. Section 5 presents the experimental part and dis-
cusses the corresponding results. The last section concludes the paper.

2. AUDIO ENCRYPTION IN MOBILE NETWORKS COMMUNICATIONS

With rapid advances in circuit design and prime focus on miniaturization, mobile phones have
kept shrinking in size with each passing day. Hence power consumption and charge storage as-
sume particular importance in mobile technology. Any design of a mobile communication block
must take this into full account.

Enlargement of the mobile community has increased the call for secure data transmission. A
computationally simple technique can be implemented easily using few components and hence
consumes less power, but has limitations in the amount of security it can provide. The task of this
paper is to choose an efficient and simple chaos-based encryption [9, 12, 21] strategy to meet the
requirements of hardware implementation standards [11].

3. HYPERCHAOTIC PROPOSED SYSTEMS

The first step in designing an encryption algorithm is to choose the adequate chaotic system with
good cryptographic properties. In this section, three chaotic systems of different dimensions are
presented. One of the fundamental principles of hyperchaotic functions is sensitivity to initial
conditions and highly complex random-like nonlinear behaviors. The performance of the system
must be studded in those two important features.

3.1 New 4D Hyperchaotic System

The new four-dimensional hyperchaotic, that exhibit hyperchaotic behavior for a selective set of
its parameter, is defined by:

X1 = a(x; — xp)

X, = bxy — x1X3
X3 = —cx3 + hx1X
X4 = —axy + ax,

)]

Where x;are the state variables and a, b, ¢ and h are positive constants.

When a = 10,b = 40 ¢ = 2.5 and h = 4, the system (1) is hyperchaotic.
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By using the initial conditions x, = [5.6 —1.2 3.4 0]. Figure 1 show the attractor of the
hyperchaotic system (1).
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Fig. 1. 4D hyperchaotic attractor

Sensitivity to Initial Conditions:

The phenomenon of sensitivity to initial conditions was discovered by Poincaré in his study of the
the n-body problem, then by Jacques Hadamard using a mathematical model named geodesic
flow, on a surface with a non-positive curvature, called Hadamard's billards. A century after Lap-
lace, Poincaré indicated that randomness and determinism become somewhat compatible because
of the long term unpredictability [10].

A very small cause, which eludes us, determines a considerable effect that we cannot fail to see,
and so we say that this effect Is due to chance. If we knew exactly the laws of nature and the state
of the universe at the initial moment, we could accurately predict the state of the same universe at
a subsequent moment. But even If the natural laws no longer held any secrets for us, we could
still only know the state approximately. If this enables us to predict the succeeding state to the
same approximation, that is all we require, and we say that the phenomenon has been predicted,
that It Is governed by laws. But this is not always so, and small differences in the initial condi-
tions may generate very large differences in the final phenomena. A small error in the former will
lead to an enormous error in the latter. Prediction then becomes impossible, and we have a ran-
dom phenomenon.

This was the birth of chaos theory.
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Fig. 2. Sensitivity to two initial conditions [5.6 -1.2 3.4 OJand [6 -1 3 0.5]

(a):x1 (b): X3 (c): X3 (d): X4

3.2 New 5D Hyperchaotic System

By adding the fifth equation to the system (1), we obtain a new five hyperchaotic system as fol-
low:

X1 = a(Xz — Xq1)
XZ = le - X1X3

Xg = _CX3 + hX1X1 (2)
LX4_ = —aXy + aXg
X5 = —X3X4 + bxy + 10x, — 10x5

Figure 3 shows the attractor of the system (2) using the initial conditions xy = [5.6 -1.2 3.4 0 2].

Fig. 3. 5D hyperchaotic attractor

Sensitivity to Initial Conditions: As it defined in section 3.1the sensitivity to initial conditions
for the five hyperchaotic system is shown in figure 4.
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Fig. 4. Sensitivity to two initial conditions [5.6 -1.23.402]and [6 -1 3 0.5 2.3]
(a):xq (b): x5 (c): x5 (d): x4 (€): xg
3.3 New 6D Hyperchaotic System
The new six-dimensional hyperchaotic, is built by adding the least equation to the system (2):
X, = —axq + ax,
562 = _X1X3 + bx1
J‘C3 — hxlxl - CX3
X4 = —axy +ax 3)
4= 4 2

X5

U,

—X4Xg + bxy + 10x, — 10x5
hx;x; — cxg

By using the initial conditions xy = [5.6 -1.2 3.4 0 2 4]. Figure 5 show the attractor of our

new six hyperchaotic.
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Fig. 5. 6D hyperchaotic attractor

Sensitivity to Initial Conditions: As it defined in section 3.1 the sensitivity to initial conditions
for the four hyperchaotic system is shown in figure 6.
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4. PROPOSED AUDIO ENCRYPTION SCHEME

In this section, a cryptosystem based on synchronized chaotic systems is described. The aim is to
transmit encrypted audio messages from transmitter A to remote receiver B as is depicted in Figure
7. An audio message m is to be transmitted over an insecure communication channel.
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Fig. 7. Chaotic cryptosystem for audio communication [22]

To avoid any unauthorized receiver located at the mentioned channel; m is encrypted prior to
transmission to generate an encrypted messagec [13]:

c=e(mk) 4

by using a chaotic system e on transmitter A. The encrypted message c is sent to receiver B,
where m is recovered as 7 from the chaotic decryption d, as:

m=d(c,k) (5)
If e and d have used the same key k, then at receiver end B it is possible to obtain 7. = m. A se-
cure channel is used for transmission of the keys, k. Generally, this secure communication channel
is a courier and is too slow for the transmission of m. Our chaotic cryptosystem is reliable, if it
preserves the security of m, i.e. if M # m for even the best cryptanalytic function h, given by

m' = h(c)
To achieve the proposed chaotic encryption scheme, we appeal to an hyperchaotic system for en-
cryption/decryption purposes (¢ and d, respectively).

The four dimensional hyperchaotic system have a number of parameters determining their dy-
namics; such parameters and initial conditions are the coding “key”, k.

5. SIMULATION RESULTS AND SECURITY ANALYSIS

In this part, via numerical simulations, we illustrate the encrypted audio transmission. We use as
transmitter and receiver the hyperchaotic system given respectively in (1), (2) and (3) for initial
conditionsxy; = [—1,1,—3,1], xo» = [-1,1,—3,1,0]and xy3 = [-1,1,—3,1,0,2].

The original audio signal m(t) is 22 KHz. The mentioned audio message is to be encrypted and
transmitted to the receiver.
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Figure 8 shows audio communication via the hyperchaotic system given in (1) (a), (2) (b) and (3)
(c). Original audio message m(t) to be encrypted and transmitted (top of figure), transmitted
hyperchaotic signal c(t) (middle of figure), and recovered audio message 7i(t) (bottom of figure).
Figure 9 shows the histogram for original (a), encrypted (b) and recovered (c) audio signal.The
figure 10, the power spectrum of m(t), c(t)andmi(t)is presented.And figure 11 presents the corre-
lation coefficient.

5.1 Security Analyses of Encryption Applications

Encryption processes may have been performed successfully. Yet, security analyses must be car-
ried out in order to assess the reliability of encryption processes. Encrypted data with disappointing
results in security analyses will not be preferred as they are so vulnerable to be decrypted. Kkey
sensitivity analysis, chaos effect, corrlation test, PSNR test and histogram were performed in order
to compare the hyperchaotic systems utilized in this study.
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Fig. 8. Original/Encrypted/Decrypted audio communication
(a) 4D system - (b) 5D system - (c) 6D system

5.2 Histogram Analysis

Distributions of data values in a system comprise the histogram. Histogram analyses can be made
by examining data distributions in many different fields. In encryption practices, if the distribu-
tions of numbers that represent encrypted data are close, this means encryption has been per-
formed well. The closer the data distributions are, the more difficult it will be to decrypt the en-
crypted data [15].

Examining the histogram diagrams of audio data in Figure 9, we can see that the histogram of
original (a) and encrypted (b) audio signal are totally different. Therefore the histogram of de-
crypted signal (c) is identical to the histogram (a).
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Fig. 9. Histograms audio signal (a) original (b) Encrypted (c) Decrypted

5.3 Power Spectrum

The following figures show that the power spectrum of original (a) end decrypted (c) audio signal
are identical.
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5.4 Correlation Test

The auto-correlation function identifies the chaotic system that produces a strong encryption [20].
A usefulmeasure to assess the encryption quality of any cryptosystem is correlation coefficient
between similar segmentsin the clear signal and the cipher signal. It is calculated as [20]:

__Cxk)

Tk = v ©

where C(x, k) is the covariance between the original signal x and the encrypted signal k. V(x)
and V (k) are thevariances of the signals x and k.
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Fig. 11. Correlation audio signal : Encrypted and Decrypted(a) 4D system(b) 5D system (c) 6D system
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5.5 PSNR test

Peak signal-to-noise ratio (PSNR) is the ratio between the maximum possible power of original
speech signal and the power of encrypted signal [20]. PSNR is a calculation of encryption quality
of the original signal. A higher PSNR indicates that the encryption or reconstruction is of higher
quality. The PSNR is obtained from:

2
PSNR = 1010gﬁ (7)

TABLE 1 PSNR COEFFICIENT FOR AUDIO DATA

PSNR(4D) PSNR(5D) PSNR(6D)
Original/ Encrypted 47.0638 47.0558 47.0454
Original / Decrypted Inf Inf Inf

PSNR high means: Mean square error between the original and reconstructed sigal is very low. It
implies that the audio data been properly restored. In the other way, the restored signal quality is
better; in our case, the value of PSNR is as follow:

PSNR (Original/Decrypted) = Inf

Contrariwise, a low PSNR means: Mean square error between the original signal and encrypted
signal is very high. It implies that the audio data been correctly encrypted. In our case the value of
PSNR is shown is Table 1.

The result is much closed with the correlation coefficient.

- The correlation coefficients for the original and decrypted signal are identical. The value of
PSNR (Original/Decrypted) means that the decrypted audio data is identical to original data.

- The correlation coefficients for the original and encrypted signal are very different. The
PSNR(Original/Encrypted) means that the encrypted audio data is totally different of the original
data.

Speech encryption using hyperchaotic generator is a proven model. In this method, the three dif-
ferent dimensional hyperchaotic systems are applied. The histogram of the encrypted signal shows
that more sensitivity entails more security. We have found the same histogram for the original and
the decrypted audio data. The decrypted signal is very similar to the original speech as it shows the
stability of reconstruction of original signal. Correlation test and PSNR testing methods are applied
to estimate the performance of the system.

6. CONCLUSION

In this article, an audio signal encryption/ decryption algorithm was designed using the three pro-
posed hyperchaotic systems. The results of the simulation showed that the encryption method of-
fered by the audio signal was highly secure and that it could quickly recover the original signal
with good audio quality. The results show that the vocal signal is highly masked by indiscreet ears.
Statistical analysis using histograms, PSNR, correlation and power spectrum showed that the algo-
rithm is powerful. From these results we will extend our studies to secure video frames as well as
real-time transmissions using the 7 dimensional hyperchaotic system.
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