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ABSTRACT

During the recent years, we can observe how mobile devices entered in the lives of people,
becoming their main personal assistants and helping in various daily tasks. However not just
mobile devices have evolved. And others electronic devices we use every day also experienced
changes that have become smarter as the example of home devices. All these devices
interconnected in the same environment or the same network, making use of services and
exchange information with other devices, characterize a smart environment. smarthomes are
special class of such environments and, increasingly, has become a scene with a variety of
heterogeneous devices. However, due to the rapid progress of technology and the rise of a large
number of heterogeneous devices, a variety of independent communication protocols were
created, establishing a complex scenario to ensure interoperability between them. In this
context, the main objective of this paper is to analyze the state of the art with an emphasis on
the interoperability of current Mobile Devices with other digital devices present in a
smarthome. Thus, it will be defined which protocols are currently most commonly used for this
purpose, what are the current ongoing projects, what are the limitations of the solutions found
in the research and, finally, it will be proposed an alternative solution for interoperability
between the devices at a smarthome..
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1. INTRODUCTION

In 2005, [15] assumed that mobile computing would, in a not so distant future, replace
computing based on “desktop computers”, which were, on the other hand, already an
improvement compared to the “mainframe computers”. This supposition, according to [11, 13,
18], actually became true nowadays. Furthermore, they indicate that ubiquitous computing is the
natural successor of mobile computing and, therefore, a reality.

Mobile devices began to emerge in the 80s [3], however, it was only in early 2000 that the first
devices with a considerable processing capacity appeared [7]. Among these were smart-phones
and tablets. These devices gained more notability than personal computers because of the
mobility that they allow and provide.
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Over the past few years, mobile devices have become essential items in daily life. They became
everybody’s main personal assistants, used as a tool to aid in various tasks of day to day life.

However, mobile devices are not the only ones that have progressed. Kaed et al [11], points out
that other devices and electronics that were not mobile or portable underwent changes that made
them more “smart”. An example of such are appliances like televisions that display internet
content, which have the ability to connect with other devices to allow audio and video
transmissions. There are refrigerators that make shopping lists, air conditioners and lights that
are controlled over the Internet, among other examples of smart devices that function without
mobility. All of these devices interconnected in the same environment, or on the same network,
and inter-acting with other devices features an intelligent environment [5].

In September 2003, “Housing Learning & Improvement Network™ created a project called DTI
Smart Homes Project, offered by INTERLEK. This work is the first definition of an intelligent
environment. In particular, there is a smarthome, also known as smart house, automated home or
home automation [20].

A smarthome is an environment with a diversity of devices that use heterogeneous
communication protocols, and in which the interoperability between them is a critical part to
their contribution, but also one of the main problems found [1]-[5]-[18]. Most devices are
independent and offer specific protocols so that they can be discovered in a home network.

In this context, the main objective of this paper is to analyze the state of the art with an emphasis
on the interoperability of current Mobile Devices with other digital devices present in a
smarthome. Thus, it will be defined which protocols are currently most commonly used for this
purpose, what are the current ongoing projects, what are the limitations of the solutions found in
the research and, finally, it will be proposed an alternative solution for interoperability between
the devices at a smarthome.

The remainder of this paper is organized as follows: Section 2 defines the systematic review to
find out the state of the art protocols involving this context smarthome. Section 3 defines the
work related to the objective of this research. Section 4 highlights potential problems with the
main conclusions. In Section 5, a generic suggestion will be done to effectively solve the
problem that was addressed. Finally, in Section 6, the final considerations resulting from this
research will be presented.

2. SYSTEMATIC REVIEW

To perform the investigation proposed in this work it was used as methodology, a systematic
review, in order to ensure a theoretical and practical background in the state of art of the
proposed theme. Second [14], “a systematic review is a form to identify, evaluate and interpret
all the available and relevant research to a specific research question, or topic area, or interest
phenomenon”.

The main goal of a systematic review is to integrate the information of a number of studies
performed separately about a specific topic or issue, with the purpose of revelling conflicting
and/ or coincident results, as well as to identify themes that need evidences and help in the
orientation to investigations for future work [10].
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2.1. Systematic Review Protocol

The Systematic Review Protocol defines the rules and steps to be adopted to the performance of
the research in the state of the art. In the following subsections the principal steps that constitute
the protocol of elaboration of this systematic review are briefly described.

2.1.1. Objectives of the study and Research questions

Based on the proposed theme, the objective for this systematic review is to perform an analysis
of the state of the art of interoperability of the current Mobile Devices with the digital
devices of a smarthome. In particular, it is intended to investigate the connectivity protocols
and technologies and the developed and proposed solutions in this environment.

Based on the established objective and following the recommendations approached in [14], it
was prepared the following research questions:

¢ RQI1 - What are the protocols and technologies that permit the connectivity among the
current Mobile Devices and the devices of a smarthome?

2.1.2. Search and selection of the articles

Approaching the keywords contained in the research questions, contextualized to the ambience
of mobile computing, Ubiquitous and Pervasive, it was defined the following string of search.

¢ (((Ubiquitous OR Pervasive) AND Computing) OR Internet of Things) AND ((Mobile
Device) AND (Interoperability OR Connectivity OR Communication OR integration )
AND (smarthome))

Articles that are available only on a paid form, along with articles that have more than ten years
from the date of publication, were discarded. At last, the search vehicles used for this research
were:

e ACM Digital Library;
e [EEEXplore Digital Library

2.1.3. Search and selection of the articles

According to [14], the form to evaluate and extract data from the research is defined in the
Execution phase. In this one, the tests of execution are performed, that is, some of the
publications based on the selection procedure of the review protocol are chosen. During this
step, the primary studies are identified, selected and evaluated regarding the selection procedure.

Table I exposes the quantity of references retrieved according to the search vehicles, the quantity
of articles selected for the reading and the quantity of articles accepted regarding the selection
procedure. To avoid an exhaustive analysis e based on the fact that the results are ordered by
relevance, the maximum of the first 50 works returned in the search in the vehicles were
selected.
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Table 1. Execution Table
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Vehicle | Returnees | Selected | Accepted
ACM 46 46 9
IEEE 97 50 14

2.1.4. Information Extraction of the Systematic Review.

The main goal of the protocols of interconnection in a smarthome is to provide flexibility in
information sharing, in a transparent manner among the devices, being mobile or electronic, and
especially for the final user [17].

The connectivity protocols facilitate the interaction among devices, electronics and computers,
dismissing the problem with the configuration of the entrance of a new component in the
ambience and, consequently, freeing the user to do it. Thus, a user without technical knowledge
will be able to monitor and control equipment’s such as fridges, air conditioner, stove, lights,
windows, doors, TVs, ventilators, printers and other computing devices, simply from another
device [4, 11, 13, 7].

Due to the accelerated advancement of technologies and the emergence of a great quantity of
heterogeneous devices in the same smarthome, a variety of protocols of independent
communication were created [1, 11, 23], establishing a complex scenario of ensuring the
interoperability among them.

This section presents the result of the research about the state of the art of the protocols of
communication and connectivity in a smarthome, answering the research question RQ1, defined
in section 2.

Table 1 presents the protocols used in the 23 articles analysed. It is noteworthy that, some of
these works just mentioned protocols capable to manager devices present in a smarthome, but
didn’t use them in their researches. For our analyses, we consider only the protocols directly
used in the research works.

Table 2. Connectivity Protocols

Protocols References
[1-I51-16]-[81-91-[1 LI-[12]-
UPnP [13]-[16] [18]-[21]-[23]-[24]
DLNA [2]-[5]-[8]-[17]-[19]-[21]
ZigBee [13]-[17]-[18]-[23]-[25]
DPWS [11]-[12]
JINI [1]
Bluetooth SDP | [9]

The Universal Plug and Play (UPnP) was initialized by Microsoft in the year 1999 as a model of
network architecture that provides connectivity ad-hoc among devices in a distributed manner,
transparent, independent of driver or platform and with no need of any kind of configuration.
One of the main characteristics of the UPnP, is the facility to provide services in the network,
owning a protocol of device discovery and, consequently, of services. A main limitation of the
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UPnP is that its structure is limited to an only network LAN. Companies as Nokia, Intel and HP,
collaborated with this protocol, emerging from this partnership the UPnP Forum'.

The Digital Living Network Alliance® (DLNA) is a standard established in 2003 by SONY and
adopted by many companies in the industry. It is a connectivity protocol which has as objective
to promote the interoperability among equipment’s and electronic devices, mobile devices and
personal computers. This builds upon the UPnP protocol, leveraging the power of its discovery,
entreated, DLNA define particular characteristics for the exclusive use of its protocol.

The ZigBee, is a wireless network protocol developed by Alliance ZigBe® with techniques of
small energy consumption wireless communication and short distance frequency. The main
characteristics of ZigBee are the low transmission of data and the low cost of the devices. One of
the projects developed by Alliance ZigBee is the ZigBee Home Automation, which offers an
interoperability standard for domestic and digital equipment’s, and devices with platforms of
development, allowing, this way, the integration with devices in other ZigBee networks.

The Device Profile for Web Service (DPWS) emerged in 2004 and was acknowledged and
standardized in 2008. Maintained by OASIS®, the DPWS is a stack of protocols that define a
minimum set of functionalities so that resources limited devices can adopt Web Service (WS)
standard. Its main characteristics are the event notification, message exchange, discovery service
and description of services, developing mechanisms of high level communication for
interoperability among devices present in a smarthome.

The JINI® protocol was created in 1998 and maintained by Sun Microsystem. As well as the
protocol UPnP, DPWS and DLNA, the JINI is a protocol that enables devices to connect to each
other and share resources. The devices involved can be, from personal computers to mobile and
electronic devices. However, it is limited to the JAVA platform, can be used in any mobile
device that uses this platform.

At last, the protocol Bluetooth Service Discovery Protocol (BSDP) is used to allow that, devices,
through the Bluetooth technology, can discover which services other devices bear or provide.
The BSDP has as basis the protocol Service discovery Protocol (SDP), which is the same used
by UPnP and DLNA to discover devices in a network. The BSDP is maintained by the
organization Bluetooth SIG®.

Some of the analysed articles use a combination of proto-cols in their answers in order to create
a middleware among them, as the example of [8]. In this work, it is proposed a module for
transparent replication of a DIGITAL TV in networks based on UPnP and DLNA protocols for a
smarthome. Devices that endure only the UPnP protocol, can receive information from a
DIGITAL TV that only uses the DLNA protocol and vice versa.

As can be seen in the graphic of Figure 1 of the found protocols, the UPnP stands out in relation
to the others, in other words, 46% of the articles prefer to use the UPnP protocol to perform the
communication among the Mobiles Devices with the devices in a smarthome. Coming in second
the DLNA protocol with 26%, and in third, the protocol ZigBee with 18%.

! http://www.upnp.org

* http://www.dlIna.org

? http://www.zigbee.org

* www.oasis-open.org

> http://www jini.org

6 https://www .bluetooth.org
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Figure 1. Connectivity Protocols.

The UPnP protocol stands out in the selected works for being an open standard and mainly for
being based on the IP protocol, becoming a compatible protocol with any equipment turned to
the network connection [23]. It has a light architecture that allows its use either for high
technology devices, such as the micro-controllers, being able to be used to perform simple
operation of turn on-turn off (Light- UPnP), or perform procedure to make specific decisions
(Presence- UPnP) [16]. Besides, it is a protocol that operates using the peer-to-peer technology,
not requiring any equipment or technology present among the devices participants to integrate
them. At last, one the main reason for its use is that it is protocol based on the Plug and Play
model, facilitating the installation and configuration of devices [6].

Examples of other connectivity protocols used in a smarthome, X10 [13], HAVI [22], IGRS
[11], Salutation [2], GENA [16], Z-Ware [13], Ninja [1], were also mentioned in the articles,
although they were not used with main focus.

3. RELATED WORKS

The variety of functionalities desired in a smarthome is increasing the complexity of the systems
involved in this area. This complexity has motivated research groups to discover solutions in this
context. One of the well mentioned and discussed problem is the one in intercommunication
among devices [24]. With the objective of answering the Research Question RQ2 proposed in
section 2, the research projects reported in the articles were evaluated.

In [18], it is developed a bridging protocol, for communication among the protocols UPnP and
ZigBee. To the development of this bridge, it was also used the COAP protocol (Constrained
Application Protocol) which is used in electronic devices. This solution will provide flexibility
in communication among devices with the UPnP and ZigBee protocol, making their
particularities transparent among them.

[11] has developed the middleware INSIGHT, with capacity to provide the interoperability and
services management in a smarthome over the UPnP and DPWS protocols.

In [25], it is presented the InfoPods system. An open architecture composed by a controller
based on the ZigBee protocol, allowing that any device which uses this protocol can control the
electronic devices belonging to a smarthome.

Besides these ones, other projects were also identified in a direct manner, as the articles were
read and mentioned research works that were not present in the articles resulting from the
execution of the search String. Among these projects, we can detach the followings:
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The Service Bus Device (SBD) is a middleware which has as function to integrate heterogeneous
devices in a Ubiquitous environment. This project was developed in a portable platform with the
purpose of being executed in any kind of platform, being mobile or electronic. It has as the main
objective to create a communication bus so that the equipment’s with specific technologies, like
the RFID , Bluetooth, Wi-fi, can offer services in the network. This one uses the DPWS
protocol to perform the interoperability among the devices present in the ambience.

The Accessing We-based Applications on Consumer De-vices project (Web4CE) defines a
network architecture that allows the devices present in a smarthome to directly access the web,
without depending on other technology for that, being possible to access its individual
configurations. This project uses the DLNA protocol for the interoperability of its network with
other devices.

The MavHome is a project of a smarthome, developed by the Texas University. Its objective in
to make the ambiences adaptive, that notices the state of the house with the help of sensors. In it,
intelligent devices control the ambience ensuring the user’s comfort by the recognition of
activity, using video cameras and sensors in general. These devices process data to acknowledge
what the users are doing, therefore, can take some initiatives to foresee what the user would do
then, helping him somehow and minimizing the effort of the user.

Other proposes, like [12, 17, 18, 21], have as objective to allow that distinct protocols can
interconnect to each other in a smarthome, avoiding the particularities of each protocol. The
main motivation for the majority of the accepted works in this research is to develop middleware
platforms of integration, with the purpose of interconnecting all kinds of devices with different
communication technologies in the same ambience.

Although the solution with the use of middleware’s being accepted, works like [16, 19, 25]
defends a solution with the use of an only connectivity protocol in a smarthome. This approach
would decrease the complexity offered to the integration of different kinds of protocols and
would be certainly more performativity and economic.

The fact is that in the current estate of technologies development, an integrative solution, based
on middleware’s, is the faster and flexible answer to ensure the interoperability among the
devices. Although, in a long-term vision, the most appropriate way would be that only one
standard predominate. This standard would be evolved enough to incorporate the characteristics
and advantages of the others, besides being open and maintained by a large number of
representatives of industry and academy. Probably, the UPnP is the protocol nearest this reality,
but still needs to evolve a lot from the technical point of view to be considered substitute of the
others.

4. LIMITATIONS FOUNDING SOLUTIONS

An intelligent environment contains many interconnected heterogeneous devices. They use
services or exchange in-formation in a transparent and dynamic way [5]. According to [12] and
[17], the ability to be automatically recognized in an environment is fundamental to the
achievement of an intelligent environment and is also the most fascinating role of the protocols
identified in this paper. Moreover, the diversity of these protocols and technologies that are
available nowadays makes the seamless interoperability between devices inhibitive and,
thereafter, prevents the full implementation of smart home environments.

As an overview of the architectural behaviour of the integrated protocols in a smarthome, we can
identify two common technical features between the protocols.
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First, these protocols use the communication protocol based on TCP/IP, or, in other words, any
device that supports a protocol for a smarthome can be integrated using any means of
communication, whether it is Ethernet, Wi-Fi, etc. However, it is necessary that the machine is
able to acquire an IP address.

Second, the components of a smarthome [11] can be classified in two different ways:
controllable devices — those who provide the services that the devices offer; and control point —
those responsible for using the services provided by the devices.

Also according to [11], other components may arise de-pending on the protocol, but in general,
these protocols are based on the client-server concept, where the client is known as Control Point
and the server is known as the Device.

Although these protocols have similar high level goals, they are composed of very different
architectures. Each machine using the discovery of service will use only one of these protocols;
for example, the UPnP control point will only find in a network the UPnP devices, and so it
happens for the other protocols. This means that clients and services using different technologies
will not be able to cooperate. Since it is likely that several protocols will be widely used in the
environment, there is a need for a structure of interoperability that allows clients and services
written using different protocols to cooperate.

Until now, it was realized that there are two possibilities to integrate a new device with a
protocol not yet supported by the environment, as shown in Figure 2.

CONTROL POINT DEVICE CONTROL POINT DEVICE

Ao A KT O— A

C.P Middleware
: «©— B «—— B

C.P Middeware

e b— C O—ALcH—o— C

SCENARIO 1 SCENARIO 2
Figure 2. Scenarios insertion of a new protocol

It is observed in Scenario 1 that, in the integration of multiple devices with different protocols in
a smarthome, it is necessary to add control points to interact with the services provided by the
device. For each device with protocols A, B and C, control points C.P-A, C.P-B and C.P-C must
be added to the environment. The main problems related to this scenario is the amount of control
points managed by the user, creating a non-scalable solution, since the main goal of a smarthome
is to reduce the user’s effort in controlling the devices in the environment; and the non-
interaction between devices, since each device can only support a single protocol, and these
protocols do not recognize each other in the same environment.

In Scenario 2, on the other hand, it is observed that the middleware’s are solutions widely used
for interoperability between different communication protocols in smarthomes. More concretely,
the problem occurs when we add devices with connectivity protocol B and C in an environment
that supports only protocol A. middleware’s must be developed and integrated directly into the
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control point A to interconnect the new protocols on the environment. In this case, we observed
as main advantage the minimization of the overhead produced by the conversion of packages
between the protocols, since there is more than one layer of middleware on a single control
point. In contrast, the existing solutions tend to be intrusive in control points. In other words, to
integrate any middleware layer in control points, which would be the most ideal solution for the
reuse of existing control points, the direct access to their source code should be allowed.
However, many existing solutions do not provide this access to the code.

However, [16] emphasizes that the diversity of middlewares present in a smart environment will
provide, at some point, incompatibilities when they interconnect with each other. Moreover,
such solutions produce a gradual increase in the complexity of the environment and these
solutions found so far are directly linked to a change in the context of the control point.

5. PROPOSAL FOR A GENERIC SOLUTION

In this section, a proposal of interoperability solution between the protocols of a smarthome will
be presented. The proposal is based on the introduction of a proxy service that will allow the
interoperability of different protocols without changing any of the existing components in the
environment. As can be seen in Figure 3, we will add a physical device to the communication
infrastructure, which will make the translation of communication packages between protocols
possible.

Thus, the control point A (PC-A) will be able to communicate normally with devices with
protocol A and also with the other protocols in the environment through the proxy, without the

need of any programmatic modification in its structure.

CONTROL POINT DEVICE

PROXY A
(¥ )< <« B

—1|C

Figure 3. Proposal for the interoperability between the protocols

In this article, we will focus on the interoperability between UPnP and DLNA protocols because
they are the most important protocols in the current scenario. Despite the high-level similarities
between these protocols, since they both use consolidated and standardized internet protocols
such as TCP/IP, HTTP, SOAP and others as their basis, the exchange of information of services
provided by devices and the interoperability between them is not simple. By using the same
language for data exchange of services provided by devices, each protocol uses an independent
XML scheme, in other words, the XML scheme used by each protocol defines different
validation rules, this being the main reason for the inability of these protocols to interact with
each other.
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As a way to assess the applicability of the proposed solution, a case study was implemented
considering a scenario where already developed UPnP Control Points interact with DLNA
devices existing in the environment.

This proposal essentially consists of “virtual services” that will be automatically instantiated by
the proxy in response to the discovery of DLNA devices in the network. To achieve this goal, we
need to “trick” the UPnP Control Point, making it believe that it is interacting with the services
provided by an UPnP device, but which are in fact services provided by DLNA devices.

In the scenario above, the proxy creates virtual UPnP devices for each DLNA device found in
the environment, recording the services provided by each device as illustrated in Figure 4. For
each instance of service supported, virtual de-vices will be responsible to make a bridge between
protocols, translating the XML file format of the virtual UPnP device’s services to the DLNA
and performing the interoperability between the protocols. When a DLNA device is removed
from the network, the proxy will automatically destroy the corresponding virtual services.

CONTROL POINT DEVICE
........... —
T
UPnp DLNA
N Printer
UFnF DLNA

Figure 4. Proxy for interoperability between UPnP and DLNA protocol
To achieve this goal, the proxy architecture is divided into three basic components:

¢ Discovery Module: Provides basic functions of a DLNA Control Point, like the
discovery of the services provided by devices in the environment and detection of
change in the values of the state variables of the service provided. The first function is
needed to transmit the commands to a DLNA service through the virtual UPnP device,
while the second is responsible for updating the values of the variables of the virtual
device;

e Analysis Module: Responsible for managing the other modules of the system,
managing the services provided by devices, requesting the database of the UPnP devices
the most adequate device to perform the translation between protocols, managing the
state variables of the services provided by the Discovery Module and by the virtual
UPnP devices;

¢ Virtualization Module: Component used to implement the virtual UPnP devices. This
module is also responsible for ensuring that the same device is not duplicated when a
state variable of a service is modified.

For each new device in the environment that is not sup-ported by proxy, a modest amount of
code must be written to adapt the proxy for its recognition so UPnP/DLNA and its Control
Points do not need any modification. One of the main goals of this “proxy” is the reduction of
the effort in the use of already developed applications.
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6. CONCLUSIONS

We present a proposal for the interoperability between the protocols of a smarthome and
demonstrate the viability of the proposal by applying it to a context involving DLNA and UPnP
protocols. Our proposal will introduce virtual services that allow DLNA customers to interact
with UPnP Control Points already developed, aiming at the reuse of existing solutions in the
market and, consequently, at a reduction of efforts to create or adapt existing middleware
solutions. The efforts of this solution are important because, in the short term, with the lack of
both academic and industry initiatives for the development of a standard that involves the field
of smart environments, a number of technologies and protocols will compete for space, thus
overloading an increasing number of independent protocols in an environment, making them
increasingly heterogeneous.
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